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schlechte Passworte

Poor Password Choices

. 7% 0of users have the password password;
.5% have the passwords password or 123456;

.8% have the passwords password, 123456 or
12345678;

14% have a password from the top 10 passwords
40% have password from the top 100 passwords
79% have password from the top 500 passwords

91% have password from the top 1000 passwords

twitter: @jcleblanc | hashtag: #ConvergeSE
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Keylogger

KeyGrabber


https://www.keelog.com/

Funkttastaturen

o KeyKeriki v1.0 - 27/MHz
o KeyKeriki v2.0 - 2,4GHz

o KeysSweeper

http://www.computerbild.de/
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Motion detection
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motion detection 3

(sp)iPhone: Decoding Vibrations From Nearby Keyboards Using Mobile Phone Accelerometers

CCS2011



Smartwatch und Fitbit




etection 5

https://inversepath.com
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visual microphone
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chip extrahieren
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Aufbau eines Chips

. . .‘_...._._......‘.—L_.._._.._m.....-» -
ilicon Water —

http://www.ece.utep.edu/courses/web5392/Notes files/mos fabrication.ppt.pdf

N =
g¥n
o 1
TEELELETER
L
EEEEE
s ;

— - =

. s "R AR S

5 - _Q——ﬁo_<;rm:m~\‘ PRREAEN san

3 R TR Tt T s i T " Yot sLLLL

".";‘T""""h.."-"’(___“w AEEEn
———

.
BEASERFENRAERARNS L | R
»

JEGLEERSESAFAECENE SEERER
T eem= Sy ndaevEd EERAES
TeARERs  aepaEE

%
ae
~ald'm

) -‘ 5

Transistor
layer


http://www.ece.utep.edu/courses/web5392/Notes_files/mos_fabrication.ppt.pdf

(Gatter

Project View Tools Layer Logic Gate Help
B KA O 0| O

U R
o

Ay

-

;’JI;Ii_r#!'\ﬁi' e e o
SHE STl
f ‘ SLEE | Y\ E00 JUORS

XOR fliptlop




lracing

— ’
. >
. o et e T R s . o e . e

-1 " ==
=i
fraf

N : i

{V l{—f’_KRZ. J|3 f_;m"’w'j. /ULF;‘“Q

’
: D
5 G Se-l4-3.6- 3.0 (- L0 -Gl - 42-43 - LI LL-F.13-7.12

A




ROM readout
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Dropning

http://prioritylabs.com/media/1085/optical-image-of-deposited-fib-probe-pads.jpg
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FIB: kein Chip ist sicher

http://www.infotech.oulu.fi/Annual/2000/EMPART.html
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replay attack




relay attack

(9)

C = Attacker uses card emulator
D = Access control reader

A = Orignal access control card
B = Malicious NFC reader

© Roel Verdult

http://nfc-tools.org/
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biometric application
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from template to iImage
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| See faces
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mastercard

http://www.sharinpix.com/blog/take-a-selfie-and-pay-your-coffee
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face manipulation

Comparison to Previous Work

[Cao et al. 14| [Thies et al. 15] Ours

[nput Video
(RGB only) (RGB-D) (RGB only)
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camera

Venenerkennung

Near infrared
~___— Light (LED)

6. In Fujitsu’s Palm Secure technology for biometrics, contact-less palm-vein

sensing can be used to project a vein and hand contour image.
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conclusion

Passwort:

- neben der Lange zahlt auch die Eingabeumgebung
Token:

- RFID ist convienient, birgt aber Risiken

- propritare Kryptoalgorithmen sind bose

Biometrie:

- man hinterlasst Spuren von fast allen biom. Merkmalen

- Lebenderkennung prift nicht unbedingt Leben
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