
Passwort           Chip Biometrie

Zur Unsicherheit moderner 
Authentifizierungsverfahren



god
sex
love 

 secret 

Passwort           Chip Biometrie

Zur Unsicherheit moderner 
Authentifizierungsverfahren



Post-it am Monitor

http://microsoftmercenary.com/wp/wp-content/uploads/2015/02/image9.png 
http://cdn1.spiegel.de/images/image-834158-galleryV9-gbup-834158.jpg
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schlechte Passworte

http://www.slideshare.net/jcleblanc/kill-all-passwords/4-47_of_users_have_the

http://www.slideshare.net/jcleblanc/kill-all-passwords/4-47_of_users_have_the


Seitenkanaele

https://inversepath.com

https://inversepath.com


Keylogger

https://www.keelog.com/

https://www.keelog.com/


Funkttastaturen

• KeyKeriki v1.0 – 27MHz  

• KeyKeriki v2.0 – 2,4GHz 

• KeySweeper 

http://www.computerbild.de/



aus der Ferne



direkt oder ueber Eck

http://jacobsschool.ucsd.edu/news/news_releases/release.sfe?id=791 
http://cs.unc.edu/~yix/SeeingDouble/images/2.png

http://jacobsschool.ucsd.edu/news/news_releases/release.sfe?id=791
http://cs.unc.edu/~yix/SeeingDouble/images/2.png


Generation Selfie













corneal key logger



motion detection

https://www.cl.cam.ac.uk/~rja14/Papers/pinskimmer_spsm13.pdf

https://www.cl.cam.ac.uk/~rja14/Papers/pinskimmer_spsm13.pdf


motion detection 2

http://www.cse.psu.edu/~sxz16/papers/taplogger.pdf

http://www.cse.psu.edu/~sxz16/papers/taplogger.pdf


motion detection 3

(sp)iPhone: Decoding Vibrations From Nearby Keyboards Using Mobile Phone Accelerometers 
 CCS2011



Smartwatch und Fitbit



motion detection 5

https://inversepath.com

https://inversepath.com


Tastaturgeraeusche



visual microphone



visual microphone
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Aufbau eines Chips

Cover layer 

3	Interconnection	layer 

Logic	 
layer 

Transistor 
layer 

http://www.ece.utep.edu/courses/web5392/Notes_files/mos_fabrication.ppt.pdf

http://www.ece.utep.edu/courses/web5392/Notes_files/mos_fabrication.ppt.pdf


Gatter
ECRYPT Summer School 2012

other examples

MUX XOR flipflop



Tracing
ECRYPT Summer School 2012

finally the LFSR



ROM readout

ECRYPT Summer School 2012

ROM readout



probing

h"p://prioritylabs.com/media/1085/op8cal-image-of-deposited-fib-probe-pads.jpg

http://prioritylabs.com/media/1085/optical-image-of-deposited-fib-probe-pads.jpg


Fuses

Quelle: Timo Kasper



FIB: kein Chip ist sicher
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Figure 5: Reflected image of ATMega328P. The de-
vice contains a total of 40 fuse bits in the marked
area, each consisting of a non-volatile cell, program-
ming circuitry and a accompanying logic, see the
inlet.
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Figure 6: Secondary electron (SE) image of trench
floor over eight fuse bit instances after milling down
to the nwell (left). Enhancing contrast and bright-
ness of the left image already exposes the status of
the fuse bits by passive voltage contrast during un-
powered device (middle image). When powering up
the device, the nwells show up with strong clear-
ity and the status of the fuse bits becomes obvious
(right image). The dark dots of the fuse bit status
information is from the large floating gate transistor
employed inside the fuse bit circuitry.
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Figure 7: Secondary electron (SE) image of STI
exposed floating gate transistor with surrounding
fuse bit instances. The device is powered up dur-
ing acquisition of this image, clearly showing active
voltage contrast. The neighbouring fuse bit circuits
show their status as faint dark spots.
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Figure 8: Secondary electron (SE) image of circuit
edit on floating gate transistor. The three images
show the removal of the floating gate transistor, ex-
posing contact plugs and poly silicon gate (left im-
age), the shorting of source and drain by a conductor
deposition (middle image) and the subsequent re-
moval of parts of the conductor deposition to again
erase the fuse (right image). The device has been
powered up for better visibility of the e↵ect of the
circuit edit: The left contact plug row shows up
dark (no connection to right row) or bright (elec-
trical connection to right row), directly allowing for
a success indicator of the circuit edit.
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Figure 5: Reflected image of ATMega328P. The de-
vice contains a total of 40 fuse bits in the marked
area, each consisting of a non-volatile cell, program-
ming circuitry and a accompanying logic, see the
inlet.

100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm100 µm

Figure 6: Secondary electron (SE) image of trench
floor over eight fuse bit instances after milling down
to the nwell (left). Enhancing contrast and bright-
ness of the left image already exposes the status of
the fuse bits by passive voltage contrast during un-
powered device (middle image). When powering up
the device, the nwells show up with strong clear-
ity and the status of the fuse bits becomes obvious
(right image). The dark dots of the fuse bit status
information is from the large floating gate transistor
employed inside the fuse bit circuitry.
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Figure 7: Secondary electron (SE) image of STI
exposed floating gate transistor with surrounding
fuse bit instances. The device is powered up dur-
ing acquisition of this image, clearly showing active
voltage contrast. The neighbouring fuse bit circuits
show their status as faint dark spots.

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

10 µm

drain source

partly exposed
floating gate

conductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor depositionconductor deposition

conductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removedconductor removed

Figure 8: Secondary electron (SE) image of circuit
edit on floating gate transistor. The three images
show the removal of the floating gate transistor, ex-
posing contact plugs and poly silicon gate (left im-
age), the shorting of source and drain by a conductor
deposition (middle image) and the subsequent re-
moval of parts of the conductor deposition to again
erase the fuse (right image). The device has been
powered up for better visibility of the e↵ect of the
circuit edit: The left contact plug row shows up
dark (no connection to right row) or bright (elec-
trical connection to right row), directly allowing for
a success indicator of the circuit edit.

h"p://www.infotech.oulu.fi/Annual/2000/EMPART.html



optical side channel



replay attack



relay attack

http://nfc-tools.org/
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Biometrische Systeme

• Angriffspunkte 

• Datenbank 

• Kommunikation 

• Sensor

1
2

3



sniffing

http://images10.newegg.com/NeweggImage/ProductImage/34-995-074-02.jpg

http://images10.newegg.com/NeweggImage/ProductImage/34-995-074-02.jpg


replay attack



side channel



from template to image



Hacker klauen Fingerabdruck



was die Polizei kann…



anonyme Erpresserbriefe



Fingerabdrücke fürs Fotoalbum



Zeig mir deine Hand …





im Internet



Attrappenbau





Finger aus dem Drucker



I see faces



Gesichtserkennung *gähn*



Bewegtbilder



mastercard

http://www.sharinpix.com/blog/take-a-selfie-and-pay-your-coffee

http://www.sharinpix.com/blog/take-a-selfie-and-pay-your-coffee


face manipulation

http://img.pr0gramm.com/2016/03/19/0b059c1e147567aa.webm

http://img.pr0gramm.com/2016/03/19/0b059c1e147567aa.webm


die dritte Dimension



schau mir in die Augen



soooo einfach



schau mir in die Augen



… und ich sage dir, wer du bist
distance 

[m]
diameter 

[pxl]

3 153

4 131

5 100

6 80

7 67





unsichtbare Identität



Al(b|p)träume?



die Partei liefert





Venenerkennung

69



Junkie?

70



finally



conclusion
Passwort:  
- neben der Länge zählt auch die Eingabeumgebung 
Token: 
- RFID ist convienient, birgt aber Risiken 
- propritäre Kryptoalgorithmen sind böse 
Biometrie: 
- man hinterlässt Spuren von fast allen biom. Merkmalen 
- Lebenderkennung prüft nicht unbedingt Leben



vielen Dank Fragen?

starbug@ccc.de

mailto:starbug@ccc.de

